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PHASOR MEASUREMENT UNITS (PMUS)

Enabler of the evolving Smart Grid
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• Data rate upto 50 / 60 
msgs per sec 

• Numerous potential 
applications like islanding 
detection, state 
estimation, early warning 
systems, model validation, 
SIPS, RAS, etc
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SMART TRANSMISSION SYSTEM LABORATORY (SmarTS‐Lab)

Platform for developing WAMPAC Applications
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Our                           Architecture  



WAMPAC APPLICATIONS

RT‐HIL Design and Testing
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Application developments

Syncrhophasors‐Assisted WAMPAC Applications
(Developed within STRONg2rid Project)
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• Large number of PMU‐
assisted WAMPAC
applications have been
developed within the
STRONg2rid project.

• All these applications
have been tested
using Real‐Time
Hardware‐in‐the‐loop
(RT‐HIL) facility at
SmarTS‐Lab



RT‐HIL Setup : Minimum Requirement
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Important piece
of the puzzle



WIDE AREA PROTECTION APPLICATIONS
• Anti‐Islanding Protection
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1. Anti‐Islanding Protection
(Local and Wide Area Measurements)

Simulink Model
IEEE 3 Machine, 9 bus System

• IEEE Std. 1547‐2008 states that
the DG must be disconnected
from the isolated grid within 2
seconds after an unintentional
islanding event.

• This maximum delay of 2
seconds includes islanding
detection, trip signal
generation, trip signal transfer
and breaker opening for the
connected DG.
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Latencies in PMU‐based applications • PMU filtering delay
• Synchrophasor computation

delay
• PMU Data Packaging Delay
• Link propogation delay
• Router delay
• PDC delay
• Feedback loop delay

1. Anti‐Islanding Protection
(Local and Wide Area Measurements)
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Cause of Delay Typical Range of Delay

Sampling Window 17 ms to 100 ms

Measurement Filtering 8 ms to 100 ms

PMU processing 0.005 ms to 30 ms

PDC processing Delay 500 ms to 2 s

Communication Distance 6 µs / km



NDZ for Local and Wide‐area 
Synchrophasor‐based anti‐islanding

Wide‐Area Local

• ROCOF‐based schemes are
effective for both active and
reactive power mismatch, and
result in faster operation.

• Wide‐area schemes not only
perform faster, but also have
smaller NDZs

( )
1. Anti‐Islanding Protection
(Local and Wide Area Measurements)
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If latencies are kept
to a minimum, wide‐
area passive
islanding detection
schemes reduce the
NDZ to half or two‐
third of the one
using local
synchrophasors.

( )
1. Anti‐Islanding Protection
(Local and Wide Area Measurements)

15

Reference: M. S. Almas and L. Vanfretti, “RT‐HIL Implementation of Hybrid Synchrophasor
and GOOSE‐based Passive Islanding Schemes”, Accepted for publication in IEEE 
Transactions on Power Delivery, DOI: 10.1109/TPWRD.2015.2473669



VULNERABILITY OF PMU‐BASED APPLICATIONS

Cybersecurity
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Cybersecurity : Threats & Challenges

On December 23, 2015, Ukrainian 
power companies experienced 
unscheduled power outages 
impacting a large number of 
customers in Ukraine. 

Reference: https://ics‐cert.us‐cert.gov/alerts/IR‐ALERT‐H‐16‐056‐01
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GPS 
Spoofing/Jamming

PMU Vulnerabilities
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Impact of Time‐Synchronization Signal Loss 
(Jamming) on WAMPAC Applications
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Phase Angle Monitoring (PAM) application

GPS Jamming resulted in 
• Erroneous increase in line loading from 80% to 92 % 
• Increase from 625 MW to 752 MW. 
• Changes occurred within a span of 550 s once the jamming is launched
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Impact of Time‐Synchronization Signal Loss 
(Jamming) on WAMPAC Applications

Due to jamming, the protection 
operation time has increased by 
1.022 s for 20 % active power 
mismatch and 0.62 s for 30 % 
active power mismatch. 

Passive Anti‐Islanding Protection

Reference: M. S. Almas, and L. Vanfretti, “Impact of Time‐Synchronization Signal Loss on 
PMU‐based WAMPAC Applications”, accepted for presentation in IEEE PES GM 2016, July 
17‐21, Boston, Massachusetts, USA



Conclusions/Recommendations

Conclusion
– Demonstrated the utilization of synchrophasor measurements for developing 

Wide‐Area Protection Applications.
– Wide area measurements can decrease the tripping time and reduce the Non Detection Zone 

(NDZ) for the scheme
– The test‐bench demonstrated is useful for a myriad of applications in which 

simulation exercises in power system CAD software provides no realistic 
insight into the practical design and implementation challenges

– Real‐Time QoS requirements (end‐to‐end delay) needs to be addressed for 
each type of WAMPAC applications

– A protocol parser is required to translate / unwrap legacy protocols into raw 
measurements.

– With more automation and dependence on IT infrastructure, cyber‐security 
threats are a real concern.
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Thank you!
• Questions?
• http://www.kth.se/en/ees/
omskolan/organisation/avd
elningar/eps/research/smar
ttslab

• http://www.vanfretti.com 

• luigiv@kth.se

• msalmas@kth.se

The scientific man does not aim at an immediate 
result. He does not expect that his advanced ideas 
will be readily taken up. His work is like that of the 
planter - for the future. His duty is to lay the 
foundation for those who are to come, and point the 
way. (Nikola Tesla)


