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“Society's ability to get full effect out of investments in .
new technology and digital services, depends on the d
trust of its citizens.

Our technology must be safe, secure and it should
work when we need it”
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Increased security measures for
election procedures

Press release | Date: 2017-09-01

- Our election administration system is well tested and

secure. We wish, however, to avoid any speculation or
uncertainty pertaining to the election results. Security and
trust are vital for the conduct of elections. We are therefore
augmenting security measures, says Minister of Local

e

Government and Modernisation Jan Tore Sanner. The Stortinget - the Norwegian Parliament in Oslo. Photo: Thomas Nilsen

Ministry of Local Government and Modernisation now asks

that all municipalities complete at least one manual count N 0 rwegia n votes to be cou nted

of the votes in the upcoming parliamentary elections.
u u =
Security measures for computer systems and ICT services ma n u a I Iy I n fea r of e Iect I 0 n hackl n g
will also be enhanced.
Norway is the second European country this year to announce trust in good old paper counting.
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Are we moving to fast? ALY
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RISIKO 2018
‘u’_ardifull infrastruktur
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INCREASED DIGITAL THREATS
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* Increased risk of being hit by a large scale cyber
attack.

NASTONAL

* Intelligence operations are still a prominent threat

RlSlKO 2018 egugs
Verdifull infrastruktur o Technology creates vulnerabilities

Verdifulle virksomheter
Verdifulle individer

 ( Humans - A risk factor

 Lack of ICT competence and cybersecurity
competence

- Effective risk management and incident
management are inadequate
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BECAUSE IT’S POSSIBLE
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or
TARGETED



EVIL COMPUTERS
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J PEOPLE
ATTACKING
OTHER PEOPLE
WITH
TECHNOLOGY
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CYBERSECURITY?

SHOULD WE JUST BUY
MORE TECHNOLOGY?
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HUMANS TECHNOLGY

PROCESS
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r b i Lennstrinn for desember 2017 - Melding (HTML)

Melding () Fortell meg hva du vil gjere...

e (< Svar [ iyt il 2 Voo B p jo) Q
i g
=1 Svar alle (= Til overordnet ™ >
® _ Sle < - Flytt — Merker Redigering Zoom
«n J Videresend Rl (=] Gruppe-e-post = ::' 7 ~ _ >
Slett Svar Hurtigtrinn = Flytt Zoom [

Lennstrinn for desember 2017
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cb-11e7-b9c¢5-8a81¢ce29395¢/Lonnstrinn-Desl7.hta

Ber som vanlig om at denne oversikten ikke spres videre.

Nestleder FFO
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90of10
Opened the link

50f10
Activated the malware

3 of10
Gave up the username
and password

lllustration: NSM
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84% of CTOs finds the human factor
to be the largest cybersecurity risk
to their company.

2018 - Solvero/Citrix Sweden
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«Employees must be given knowledge,
motivation and understanding of the
situation to help enhance security at the
workplace and at home»
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In cyberspace we only use our sight and hearing

We cannot touch it
We cannot smell it
We cannot taste it

We do not experience fear,
threat and risk in the same way
we do in “real life”
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Congratulation!
You have won a iPhone!
Just click here!
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Gissur Simonarson @GissiSim - 191
Morwegians waiting for a bus. Great at keeping equal distance from 1 another. You could measure distances in "Morwegians waiting for a bus”




«Security that nobody
Is able to implement
and follow, only results
In lousy security»

TTTTTTTTT



Unique
Long
Crampl3x
Change

Remember

NNNNNNNNN
NNNNNNNNNNNNNNNN
TTTTTTTTT



Nl INTHIS CORNER W 12
o FREWALLS, ENCRrPTioy. B
o ANTVIRUS S0FTyape. o
AND N THiS corper B
| WEHAVE DAL/ ek

=
e
,\‘

~ \\{ki_'

TTTTTTTTT



S

Bilde: Eirik Solheim (http://eirikso.com) Creative Commons — By Attribution — Share Alike




_ ~_ NORWEGIAN

f NATIONAL SECURITY Bilde: Eirik Solheim (http:/eirikso.com) Creative Commons — By Attribution — Share Alike
AUTHORITY



«THE COMPUTER GOES TO SLEEP AFTER 5
MINUTES»

«NOT ON MY WATCH)%___‘
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«We have reorganized
ourselves a number of
times, but fortunately, we
have not changed»
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 ENVIROMENT
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« CYBERSECURITY
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WORLD
ECONOMIC
FOQRUM

COMMITTED TO

PROVING THE STATE
OF THE WORLD

Insight Report

The Global Risks
Report 2018
13th Edition
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CYBERSECURITY
HALL OF FAME - ROLE MODELS
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WE THINK IT'S TIME
FOR YOU TO COME SIT AT
THE BIG KIDS' TABLEN
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"Security is an interdisciplinary, continuous
process owned by the organization’s
top executive”
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INTEGRITY AVAILABILITY
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22 Wana Decrypt0r 2.0

Qoops, your files have been encrypted!

What Happened to My Computer?
| Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on -
y = Can I Recover My Files?

51572017 10:12:10 Sure. We guarantee that you can recover all your files safely and easily. But you have
' ot so enough time.
Time Left 'Y ou can decrypt some of your files for free. Try now by clicking <Decrypt>.
Butif you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
|Also, if you don’t pay in 7 days, you won't be able to recover your files forever.
|We will have free events for users who are so poor that they couldn't pay in 6 months.
Your files will be lost on | i
| How Do I Pay?
Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
| Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.
| And send the correct amount to the address specified in this window.
Aﬁer your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am

Fak V0 - S ' SR G o Y J

m

51972017 10:12:10

Time Left

Send $300 worth of bitcoin to this address:

bitcoin

e [115p7UMMngoj1pMvkpHIjcRATINX]

Contact Us m
Globalt angrep

Den britiske statsministeren, Theresa May, sier angrepet er
verdensomspennende og ikke spesielt rettet mot Storbritannia. Hun
beroliger britene med at sélang_t regjeringen Kjenner til, har ikke

sensitive pasientdata lekket ut.
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“Hackers”
have read my

information
CONFIDENTIALITY

“Hackers”
have
changed my

information
INTEGRITY

“Hackers”
have
overtaken

control
AVAILABILITY

TTTTTTTTT

---------------------------------------------------------------------------

What s the worst
thing that can
happen?




IN CASE OF
CYBERATTACK

BREAK GLASS
AND PULL CABLES




«We have to find the balance
between security and privacy
and still be able to use the
fantastic opportunities that
technology gives us»
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«We should understand
processes as well as we
understand technology,

but most of all should
we understand people»
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THANK YOU FOR YOUR ATTENTION

- @NSM_no /& |
9‘. @Secdefence @NorCERT
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