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single  column  can  cover  a  variety  of  irreconcilable
different  perspectives  (for  example, logical positivism
tries to remove the ontological  assumptions of  realism
from positivism’s quantitative empirical commitments,
and  conversely,  mathematical  realism  often  disdains
empiricism). We identify the purest form of a “technical
perspective” as falling squarely within the “positivism”
column,  but  the  perspective  we  discuss  is  more

specifically  about  the  power  of  technology  to  effect
social change.①

These  columns  are  not  exhaustive  or  mutually
exclusive,  but  represent  useful  clusters.  But,  even

 

Table 1    Assumptions of social research paradigms. Based on Guba and Lincoln’s “Basic beliefs (metaphysics) of alternative

inquiry paradigms”[7]. See Appendix for details.

Issue Positivism Postpositivism Critical theory Constructivism Participatory

Ontology
(assumptions
about the
nature of
things)

Naïve realism. Reality
is independent of and
prior to human
conception of it, and
apprehensible.

Critical realism: Reality
is independent of and
prior to human
conception of it, but
only imperfectly and
approximately
apprehensible.

Disenchantment theory:
there is a reality, shaped
by social, political,
cultural, economic,
ethnic, and gender
values and solidified
over time, but it is
secret/hidden.

Relativism: There are
multiple realities and
experiences of truth,
constructed in history
through social
processes.

Participative: multiple
realities, each co-
constructed through
interactions between
specific people and
environments.

Epistemology
(assumptions
about how
can know
things)

Reality is knowable
through reason and
observation. It is
possible to have
findings that are
singular, perspective-
independent and
neutral, atemporal, and
therefore universally
true.

Findings are
provisionally true;
multiple descriptions
can be valid but are
probably equivalent;
findings can be
affected/distorted by
social and cultural
factors.

The truth of findings is
mediated by their value;
how we come to know
something, or who
comes to know
something, matters for
how meaningful it is.

Relativistic: there
is no neutral or
objective perspective
from which to
adjudicate competing
perspective or truth
claims; truth is
relative to a given
perspective.

We come to know
things, and create new
understandings that can
transform the world, by
involving other people
in the process of
inquiry.

Methodology
(how we go
about trying to
know things)

Experimental/
manipulative
(hypothetico-
deductive); hypotheses
can be verified as true.
Chiefly quantitative
methods, and
mathematical
representation.

Modified experimental/
manipulative;
falsification of
hypotheses; primacy of
quantitative methods,
but may include
qualitative and mixed
methods.

Dialogic (through
conversation and
debate) or dialectical
(through a process of
thesis, antithesis, and a
synthesis which
becomes a new thesis)

Dialetical, or
hermeneutical (a
process of reading
sources “against
themselves” to
identify
inconsistencies,
underlying
assumptions, or
implicit messages,
and thereby interpret
meaning).

Collaborative, action-
focused; flattening
researcher/
participant hierarchies;
engaging in self- and
collective reflection;
jointly deciding to
engage in individual or
collective action.

Axiology
(ethics;
values; who
matters, who
is important,
who has
standing)

Knowledge achieved
through hypothetico-
deductive means is
more valuable than
other knowledge. The
people who can carry
out such investigation
have privileged access
to the truth, and thus
have a special role and
importance (and
potentially a special
responsibility).

Knowledge achieved
through hypothetico-
deductive is more
valuable, but can be
distorted by
social/cultural factors,
and this can sometimes
only be uncovered by
qualitative means and
insight. Qualitative
methods can provide
checks and context, or
raw material
for quantification.

Marginalization is what
is most important;
experience of
marginalization
provides unique
insights, and the
knowledge of the
marginalized is more
valuable than the
knowledge of
dominant/legitimate
paradigms.

Understanding the
process of
construction is what
is valuable; value
(including valuing
understanding the
process of
construction) is
relative to a given
perspective.

Everyone is valuable.
Reflexivity, co-created
knowledge, and non-
western ways of
knowing are valuable
and combat erasure and
dehumanization.

 

① This  includes  the  perspective  of  technological  determinism,  a
position largely rejected in social science that holds that given technology
inherently  effects  certain  causal  changes,  independent  of  context.  See
Green’s article in this special issue[8] for details. A softer version allows
for  context  as  a  moderator,  but  still  sees  technology as  having inherent
causal power.

  Maya Malik et al.:   Critical Technical Awakenings 367    
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Human-centric IoT

Springer Nature 2021 LATEX template

Review of the theory, principles and design
requirements of human-centric Internet of

Things(IoT)

Kaja Fjørtoft Ystgaard
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2
, David Palma
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, Poul

Heegaard
1
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3
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3
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3NTNU University Library, NTNU, Trondheim, 7491, Norway.

*Corresponding author(s). E-mail(s): kaja.ystgaard@ntnu.no;

Abstract

The rapid evolution of Internet-of-Things (IoT) technologies, with ever
more profound implications for humans and societies, has triggered
visions and initiatives to re-align the Next-Generation IoT with what
works for humans and humanity first. However, despite the increased
push towards “human-centric” IoT, it is still poorly understood what
“human-centric” actually means in this context, how it is interpreted
and embedded into the design, by whom and for which purposes. To
address these questions, we conducted a systematic literature review
(N=68) on the theory, principles and design requirements of human-
centric IoT. A key observation is that, despite the recent increase in
research on humane perspectives for IoT,“human-centredness” often still
seems to be used primarily as a label and overarching paradigm, not
leading to a profound change in the underlying practices. We found no
shared understanding of what “human-centric” implies in this context
or common agreement on which principles human-centric IoT should
be built upon. Furthermore, our analysis confirmed the predominance
of technology-oriented fields, with a traditional approach towards user
involvement and limited involvement of other disciplines. Overall, our
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Ystgaard et al, “Review of the theory, principles and design requirements of 
human-centric Internet of Things(IoT)”, 2022
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Ystgaard et al, “Review of the theory, principles and design requirements of 
human-centric Internet of Things(IoT)”, 2022
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Ystgaard et al, “Review of the theory, principles and design requirements of 
human-centric Internet of Things(IoT)”, 2022Springer Nature 2021 LATEX template

Review of ... requirements of human-centric IoT 21

Table 4 Mapping of policy goals to human-centric design outcomes

Policy goal Intended outcome Share

Guarantee security and privacy Security, Privacy, Control 36%
Personalized, mediated technology Ease of use, Quality of life, Trust 20%
Guarantee universal access Transparency, Cooperation 15%
Ethics and sustainability by design Civic, Agency (situated meaning) 14%
Respect fundamental rights Empowerment, Agency (decision power) 14%

of “guaranteeing universal access”, primarily for the intended design outcomes
of transparency and cooperation. Finally, 14% directed towards incorporat-
ing ethics and sustainability principles into the system, with outcomes such as
civic participation and human agency, as well as 14% respecting fundamental
rights aiming to help achieve human empowerment. All the papers analyzed,
had addressed one or more of the outcomes outlined in Table 4.

Table 5 Major technical contributions of technical proposals of human-centered solutions
(note that the some works have been associated to more than one contribution)

Technical
contribution

Major outcomes Share Adopted approaches

Design
framework

Privacy, Security, Control,
Empowerment,Trust,
Cooperation

47% User/human-in-the-loop
Social IoT
Participatory model
Game theoretic model
Privacy laws

Architecture Privacy, Security, Control,
Trust

27% Privacy-by-design
Blockchain and smart contracts
Distributed architecture
Human-object collaboration
Digital twin

User interface Privacy, Empowerment,
Trust, Ease of use, Control

33% Game theoretic model
Personal assistant
Incentives for user collaboration
Emotion modelling
Transparency

User
monitoring

Privacy, Security, Civic,
Trust, Easy of use

9% User modelling
Emotion estimation
Perception layer

Table 5 lists the key technical contributions of most of the proposed human-
centered IoT solutions and the corresponding major intended outcomes. The
table also highlights the approaches that are most often adopted. Very fre-
quently, the focus is a new Design framework that is intended as a set of
principles and procedures to be followed in the design phase. Very often,
the human-in-the-loop approach is adopted which considers the human as an
active player in the IoT framework. The social IoT model is also a major

Mapping of policy goals to human-centric design outcomes 
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• Knowledge management tools
– Discrete logic
– Ontologies
– Semantics
– Inference
– …
– Experts

Explainable?

Knowledge co-creation

Development &
management

Deployment &
orchestration

Softwarized 
Networks

Monitoring
& analyticsKNOWLEDGE
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