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What is the mission?
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The Why

Why communications and cybersecurity are important?







= B B Breaking News

d A passenger ferry was hacked and led to
| collision.

&

>~

. Some passengers are injured.

Number of Marine Accidents in 2021
as of October 31, 2021

w Collision

m Contact

m Grounding
Sinking
Flooding
Capsizing
Fire
Explosion
Vessel missing
Facility damage
Fatality/Injury
Others

https :/mww.mlit.go.jp/jtsb/statistics_mar.html#p02




INEWS

Justin Politics World Bu: a Sport Science Health Arts Fact TI- Maritime giant DNV says 1,000 ships affected by
‘ ransomware attack
@Pret | EEmar [ Facebook | [ Twiter B Mo
Carly Page

Iranian hackers suspected in cyber breach and
extortion attempt on Navy shipbuilder Austal

Some Cyber
Attacks against
Maritime
Systems

5 Image Credits: FP 1 Getty images

COSCO Shipping Lines Falls Victim to Cyber i
Attack CNBC R ——

= MARKETS BUSINESS INVESTING TECH POLITICS CNBC TV

COSCO Shipping Lines confirmed that it Shipping company Maersk says June
has been hit by a cyber attack impacting ey harattack could cost it up to $300 million

its internet connection within its offices in

America_ PUBLISHED WED, AUG 16 2017 - 2:04 PM EDT | UPDATED WED, AUG 16 2017 . 3:00 PM EDT
: Jordan Novet
I
As such, local email and network telephone were 1 S oRDANNOVET e in »

not working properly and the company decided to
shut down the connections with other regions for
further investigation.




MSC 98/23/Add.1
Annex 10, page 1

ANNEX 10

RESOLUTION MSC.428(98)
(adopted on 16 June 2017)

Cyber risk

MARITIME CYBER RISK MANAGEMENT IN SAFETY MANAGEMENT SYSTEMS

management

I n I I arltl I I l e RECOGNIZING the urgent need to raise awareness on cyber risk threats and vulnerabilities
to support safe and secure shipping, which is operationally resilient to cyber risks,

THE MARITIME SAFETY COMMITTEE,

SyStemS RECOGNIZING ALSO that Administrations, classification societies, shipowners and ship
operators, ship agents, equipment manufacturers, service providers, ports and port facilities,
and all other maritime industry stakeholders should expedite work towards safeguarding
shipping from current and emerging cyber threats and vulnerabilities,
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The How?
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The
methodology

A Design Science research methodology
A System engineering approach

Design
Improvement

Implementation

Missing Requirements Improvement

W
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Explicate Problem Design q Design and Demonstration of | Artefacts Evaluation of
Problems Requirements » Development of Artefacts Artefacts
Artefacts
‘ A
Evaluated
System Artefacts
) o Design Method
Discovery Specification >
Initial ¢ T Motation Algorithm
Problems ! . —
Classification o .
and | Prioritization Guideline Requirements
Organization
Pattern Metric




The Journey

From concept to application




Operational Mode

Stakeholders

Requirements

Functions

Components

Concept to Design

Publication:

Amro, A., Gkioulos, V., & Katsikas, S. (2020). Connect and protect: requirements for maritime autonomous surface ship in urban passenger
transportation. In Computer Security: ESORICS 2019 International Workshops, CyberlICPS, SECPRE, SPOSE, and ADIoT, Luxembourg City,
Luxembourg, September 26i 27, 2019 Revised Selected Papers 5 (pp. 69-85). Springer International Publishing.
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Concept to Design

Publication:
Amro, A., Gkioulos, V., & Katsikas, S. (2023). Communication architecture for autonomous passenger ship. Proceedings of the Institution
Mechanical Engineers, Part O: Journal of Risk and Reliability, 237(2), 459-484.
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Threatinformed approach

© o

What can go wrong? How to avoid it?

Objectives Security controls
Techniques

Risks
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Publications:
A Amro, A., Gkioulos, V., & Katsikas, S. (2023). Assessing cyber risk in cyber-physical systems using the ATT&CK framework. ACM Transactions on Privacy
and Security, 26(2), 1-33.
A Amro, A., & Gkioulos, V. (2023). Evaluation of a Cyber Risk Assessment Approach for Cyberi Physical Systems: Maritime-and Energy-Use Cases. Journal of
Marine Science and Engineering, 11(4), 744.
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Publication:

Amro, A., & Gkioulos, V. (2023). Cyber risk management for autonomous passenger ships using threat-informed defense-in-depth.
International Journal of Information Security, 22(1), 249-288.




New attacks

and defensive
measures
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Reconnaissance

CyberPhysical Tracking

of Maritime

Components

Publication

Amro, A. (2021). Cybéhysical Tracking of IoT devices: A
maritime use case. NorsklKFkonferansefor forskningog

utdanning(No. 3).

Messages

Description

Host Count (%)

Possible CVEs (CVSS)

Most common:

PMTKAGC, PMTKGALM,
PMTKGEPH ,PMTKTSX1

MediaTek
MTK
chipsets

1662 (97.6%)

CVE-2020-13841 (9.8)
CVE-2020-13842 (7.8)

Saab Systems

PSTT .. : 35 (0,9%)
position receiver None
PCPTI Cradlepoint 28 (0.7%) . '
' Router - 0
LEICA
. 21 (0.5
PLEIR GPS receiver 21 (0.5%)
_ Trimble ) _ T onTe ENEa (A
PTNL NS Romiver | 3 (01%) | CVE-2012-5053 (4.2)
Qualcomm . CVE-2021-1965 (9.8)
PQXFI L(O0%) 1 ovE-2021-1955 (7.5)

chipset

CyberPhysical Tracking
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Impact

Publication

N aVI atl O n D ata An O I I I aI Amro, A.; Oruc, A.; Gkioulos, V.; Katsikas, S. Navigation
Data Anomaly Analysis and Detection. Information 2022,
E I . d D t t- 13, 104. https://doi.org/10.3390/info13030104
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Command and Control

AlS as Covert
Channel

Publication

Amro, A., & Gkioulos, V. (2022, September). From Click to Sink: Utilizing AIS for Command and Control in Maritime
Switzerland.

Copenhagen, Denmark, Septemberg2®, 2022, Proceedings, Part lll (pp. &%3). Cham: Springer Nature
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) Bl raspoenypiarge

Low voltage waming |
Please check your power supply

From Design to Application
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