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The What
What is the mission?
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How to connect them

How to secure them



The Why
Why communications and cybersecurity are important?



Some time in the future



Breaking News

A passenger ferry was hacked and led to 
collision. 

Some passengers are injured.

https://www.mlit.go.jp/jtsb/statistics_mar.html#p02



Some Cyber 
Attacks against 
Maritime 
Systems



Cyber risk 
management 
in maritime 
systems



First Challenge



07.04.2022
milliAmpere2 Demonstration



4 Years ago

The ferryŘƛŘƴΩǘ ŜȄƛǎǘΗ



The How?
Iƻǿ ǎǳŎƘ ŀ ǘŜŎƘƴƻƭƻƎȅ ǘƘŀǘ ŘƻŜǎƴΩǘ ŜȄƛǎǘ ȅŜǘ Ŏŀƴ ōŜ developedin a why 

that is reliable and secure?
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The 
methodology 

ÅDesign Science research methodology

ÅSystem engineering approach



The Journey

From concept to application



Concept to Design 

Operational Mode

Stakeholders

Requirements

Functions

Components

Publication:

Amro, A., Gkioulos, V., & Katsikas, S. (2020). Connect and protect: requirements for maritime autonomous surface ship in urban passenger 

transportation. In Computer Security: ESORICS 2019 International Workshops, CyberICPS, SECPRE, SPOSE, and ADIoT, Luxembourg City, 

Luxembourg, September 26ï27, 2019 Revised Selected Papers 5 (pp. 69-85). Springer International Publishing.



Concept to Design 
Publication:

Amro, A., Gkioulos, V., & Katsikas, S. (2023). Communication architecture for autonomous passenger ship. Proceedings of the Institution of 

Mechanical Engineers, Part O: Journal of Risk and Reliability, 237(2), 459-484.



Cyber Risk Management



Threat-informed approach

What can go wrong? 
Objectives

Techniques

Risks

How to avoid it?
Security controls



Identify Risks
Publications:

Å Amro, A., Gkioulos, V., & Katsikas, S. (2023). Assessing cyber risk in cyber-physical systems using the ATT&CK framework. ACM Transactions on Privacy 

and Security, 26(2), 1-33.

Å Amro, A., & Gkioulos, V. (2023). Evaluation of a Cyber Risk Assessment Approach for CyberïPhysical Systems: Maritime-and Energy-Use Cases. Journal of 

Marine Science and Engineering, 11(4), 744.



16 Failure Category (Objectives)

Initial Access

736 Failure Mechanism (Attacks)
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16 Failure Category (Objectives)

Discovery Collection
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Exfiltration

16 Failure Category (Objectives)
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Command and Control

16 Failure Category (Objectives)
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Collision

Denial of 
ServiceManipulation or 

Loss of Control

16 Failure Category (Objectives)

Impact
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Risks treatment

Limit HW installations

Firewalls

VPN
Segmentation

Malware Protection

IDS

SIEM

Training Password Policies

Data Backup

Code Signing

Publication:

Amro, A., & Gkioulos, V. (2023). Cyber risk management for autonomous passenger ships using threat -informed defense-in-depth. 

International Journal of Information Security, 22(1), 249-288.



New attacks 
and defensive 
measures



Navigation 
Data Security



Cyber-Physical Tracking 
of Maritime 
Components

Publication

Amro, A. (2021). Cyber-Physical Tracking of IoT devices: A 
maritime use case. InNorskIKT-konferansefor forskningog
utdanning(No. 3).

HeadingVulnerabilities
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Maritime Component 
(e.g., Vessel)

Internet ςwide Scanners Marine Tracking Services
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Cyber-Physical Tracking

Data

IP address Services Location

Time

Speed

Reconnaissance



Navigation Data Anomaly 
Analysis and Detection

Publication
Amro, A.; Oruc, A.; Gkioulos, V.; Katsikas, S. Navigation 
Data Anomaly Analysis and Detection. Information 2022, 
13, 104. https://doi.org/10.3390/info13030104

Impact



AIS as Covert 
Channel

Publication

Amro, A., & Gkioulos, V. (2022, September). From Click to Sink: Utilizing AIS for Command and Control in Maritime 
Cyber Attacks. In Computer SecurityςESORICS 2022: 27th European Symposium on Research in Computer Security, 
Copenhagen, Denmark, September 26ς30, 2022, Proceedings, Part III (pp. 535-553). Cham: Springer Nature 
Switzerland. 

AIS Network
Vessel tracking services relay on messages from Automatic 
Identification System (AIS) 3 communicated over a 
heterogeneous AIS network
Sørensen, K. A. (2021). Automatic Identification System tracking of ships using 
Neural Networks and correlation with satellite images.

Command and Control



From Design to Application

Limit HW installations

Firewalls

VPN
Segmentation

Malware Protection

IDS

SIEM

Training Password Policies

Data Backup

Code Signing
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Vulnerability

Vulnerabilities

Vulnerabilities


