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Important Disclaimer \§

® I'm not trying to sell you a risk quantification
® I'm not a Risk SME

® | work in an industrial security company and have discussed security risk
with tens of industrial companies in Norway and abroad

® I've done risk assessments myself as a custodian of customer data at Omny



Let's talk about
(Security) Risk
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What is on the surface

Consequence
(Impact)

Threats
(Hazard)

Likelihood



And what we find when we scratch just a little bit

Table A.3 lists the extent to which each technique is applicable to the different stages of risk
assessment; namely risk identification, risk analysis, and risk evaluation. Some of the
techniques are also used in other steps of the process. This is illustrated in Figure A.1.

B.1 Techniques for

eliciting views

« Brainstorming

+ Delphi technique

+ Nominal group
technique

= Interviews

+ Surveys

Risk Identification

B.2 Techniques for
identifying risk

+ Check lists

+ FMEA/FMECA

« HAZOP

« Scenario analysis
« SWIFT

B.3 Determining
sources, causes
and drivers of risk

« Cindynic approach
« Ishikawa method

+ Root cause analysis

Risk Evaluation

B.8 Techniques for

evaluating the

significance of risk

+ ALARP/SFAIRP

+ Frequency-number
(F-N) diagram

« Pareto charts

« Reliability centred
maintenance

« Risk indices

B.9 Techniques for
selecting between
options

- Cost/benefit analysis
« Decision tree analysis
» Game theory

= Multi-criteria analysis
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Risk Assessment

Risk Identification
B.1,B.2,B.3

Risk Analysis
.2,B.3

Risk Evaluation
B.1,B8,B.9

B.10 Techniques for recording

and reporting

+ Risk register

+ Consequence-likelihood
matrix

* Scurve

+ Bow tie

MONITORING AND REVIEW

Risk Analysis

B.4 Techniques for
analysing controls
+ Bow tie analysis

« HACCP

« LOPA

B.5 Techniques for

understanding

consequence and

likelihood

+ Bayesian analysis

+ Bayesian network

« Business impact
analysis

+ Event tree analysis

« Fault tree analysis

+ Cause-consequence
analysis

+ Markov analysis

+ Monte Carlo
simulation

B.6 Techniques for
analysing dependencies
and interactions

+ Causal mapping

+ Cross impact analysis

B.7 Techniques that

provide a measure

of risk

« Toxicological risk
assessment

« Data protection
Impact analysis

+ Value at risk (VaR)

+ Conditional value at
risk (CVaR)
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Very often, we find ourselves at a crossroads £

Democratic approach Autocratic approach
Internal decision Internal decision
Not everyone conv inced a3rd party Lack of context for others involved

Frustration

Confusion
Disillusionment

4 Engagement
Quality of input
f g E I uality of inpu

‘ Velocity

I
I



Where we end up in the end ¢

Daily form 1 No data !

CRITICAL

Data quality
is low -

Competitive
instinct kicks in |

Likelihood

Vested ;
interests | Consequence

Dependencies .
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Is evaluating risk in an objective way possible?

Art Psychology



4 lessons about
(Security) Risk
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e We have a data problem

Agree on

common data foundation
can we as simple as a set of reports

Different I

source Lack of data |

Make it tangible

Think scenarios
5-6 scenarios is a good start

Quality ! Volume |



® Explain the process.

Provide necessary context

® Make your content relevant for recipients

® Simplify the language.

Agree on our company vocabulary
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e We have a hype problem {

Regulation Vendor market
Pause. Think. Act.

Don't reinforce the hype

IDS CRQ
Proof of Concept -> Proof of Value

ALWAYS

v clear objectives
v success criteria
v main goal
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° We have a perception problem O
One Goal:
Risk = Keep production running
Compliance
Risk =

Cost Center CISO = Chief Resilience Officer
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