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Sectors: ethical aspects

1. Why Ethics 3. Our Research
matters in CyBERSECUR|Ty Goal

cybersecurityz ETHICS PRINCIPLES

’ New ethical risks have Autonomy

(informed consent, data control,
respect, ownership..)

’ Analysing and improving
how ethical dimensions
can be (better)

emerged with the
integration of

I " Do no harm I '
Innovatl Ve. . . (privacy, financial, physical, system, in teg rate d in . .
technologies (i.e. Al) in pscychological, data, repuation.) technological innovation
cybersecurity Justice and cybersecurity
(freedom, procedural fairness, bias, : - i
accessibility, privacy right, self- p racti CE, tie d to critica l
Requires cybersecurity atence) sectors
I Explicability
too I > fO [ dSSESS] ng (Accountability, transparency,
ethical risks such as responsible Al, protect systems and ’ Push towards
data, professional diligience)

i1

orivacy breaches, bias, cybersecurity ethics-by-

. B {-‘ . ", . .
surveillance, and data (promote well-being,protect privacy, design” : holistic process

' finanical, repuation, connectivity
MISUsE benefits, trust sthrengtening

(Formosa, P, Wilson, M. & Richards, D. (2027). A principlist framework for cybersecurity

2 . B a c kg r O u n d ethics. Computers & Security, 109, 7102382. 4 M e t h O d s

Notable gap in examining ethical challenges and future
direction for cybersecurity tools, practise and mitigation

(education sector as an example below) v Critical analyses of
state- of-the-art

Managing a Large and Understanding of Unintended Negative
C I Technol Hind Usable Pri d : I ts of EdTech o o o
Resposggliet; with R;E :v?a?ieslsn aﬁrd Sseacur'eityr;’\:'aagi::s Student Literacy mp?_fa;rzing aﬁ; o / D e S Ig n Of h O | I St I C
Limited Resources Communication Inclusion m et h O d O | Ogi Ca |
framework
L : Ambiguity and
Achieving School and nsur!r)g Student Autonomy Disagreement
Teacher Ownership ALl ar}d and Transparency in Regarding the / E Ll | | t "
and Transparency Tegr:igf:giﬁ i?jers EdTech Use paﬁiﬁzgiﬂ:ig}:ﬁ m p I rl Ca eva u a I O n S
of current
cybersecurity ethics
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