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Main goal of this presentation

o Get your attention
« Contact us
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Cyberspace




Defense

* State actors

* Coorporates

e SME-s

Attack

» State-sponsored

* Cybercriminals

Actors in cyberspace

e Hacktivists

* Script kiddies



Result

* Copilot
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Cyberspace in
CyberAlMs
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Socio-technical approach

» "Adversarial thinking, as a process that
considers the potential actions of the
opposing force working against the desired
result.

* "Systems thinking, as a process that
considers the interplay between social and
technical constraints to enable assured
operations."




Attributes

Attackers Defenders

Attacker-resources | Defender-resources

AgentS and AttrlbUteS Medium ‘7| Medium ‘?"

Attacker-skill Defender-skill
Attributes

Default | Default 74

e Resources —
o Attacker-motivation | Defender-motivation
* Budget for activities in cyberspace

| Default ‘7‘ Default ‘?|
o Skills E———— ] |

* Knowledge, tools and techniques
* Motivation Agent count

Attackers Defender
Levels I
State-sponsored 3 I

* Low to High

I e R
e Default Cybercriminal 6 I

Corporation 12
s || -
Hacktivists 8

SERE —
« More agents from lower tiers Script-kiddie




Techniques and activities that an agent can allocate
resources to

Strategies

Defense: NIST CSF [7]
IDENTIFY, PROTECT, DETECT, RESPOND,

Allocate defender % Resources | RECOVER , GOVERN

resources 100

Identify 20 % AttaCk: Unlfled KI“ Chaln [8]

Protect

Eﬁ In, Through, Out

Detect

l-_
Respond

Eﬁ

Recover

Measuring costs: The importance of Essential Security

[9]




Defender

Designing the
tool




INnterface

Adding monitors and charts
e Statistics

e Compromises

* Vulnerabilities exploited

Forming the puzzle
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CyberAlMs 2025

Addressing Motivation

* Adding theoretical insights to Motivation
* PMT
* SDT
* Schwartz theory (Theory of Basic Human Values)



Scenarios

attempt-count 18 attempt-count 5 attempt-count 350
compromise-count 1 compromise-count 3 compromise-count 11
low-impact-count 1 low-1mpact-count 0 low-1mpact-count 10
medium-impact-count | 0 medum-impact-count | 1 medium-1mpact-count | 0
high-impact-count 0 high-impact-count 2 high-impact-count 0
total impact 5 total impact 87 total impact 58
known-vuln-count 0 known-vuln-count 0 known-vuln-count 0
unknown-vuln-count | 2 unknown-vuln-count | 5 unknown-vuln-count | 15
advanced-vuln-count | 0 advanced-vuln-count | 5 advanced-vuln-count | 0

Script kiddie vs Talk talk Stuxnet Playstation



Scenarios*

Jstre Toten, 2021

(Dstre Totens

Optimal

allocation | allocation

Identify 5 20

= Protect 80 55
E" Detect ) )
= | Respond 5 10
Recover S 10
low-impact 0.03 0.79
medium-impact 0.72 0.19
high-impact 0.25 0
total-impact 21.98 11

. | eviction 0 0.02
E detection-attempt 4.55 5.92
=2 | detection 0.26 0.35
© exploit-attempt 0.2 13.59
exploit 2.88 2.54
known-vuln 1.47 0
unknown-vuln 1.41 2.45
advanced-vuln 0 0




Student
assignments:

Risk management
(DCSG2005)




Hva egher seg som oppgave?

| kurset begynner vi a fa en ganske bred portefglje av oppgaver innen risikovurdering og
sikkerhetsrevisjoner vi har lgst. | de fleste tilfeller ender vi opp med gode resultater som kan
benyttes senere. For eksempel:

L ]

L ]

IKT systemer av ulike starrelser: Webapplikasjoner, SCCM/CFEngine, printlgsninger,
IAM, databus, samhandlingstjenester, skylagring, og klientsikkerhet, med mer.

Digital sikkerhet i SMBer, eller seksjoner og avdelinger i starre bedrifter

Revisjoner mot eksisterende beste praksis og risiko (1ISO27001/2, Normen for
informasjonssikkerhet, etc.) for bedrifter

Problemstillinger, som sikker handtering av adminkontoer og livslapet pa brukere
Diverse oppgaver innen fysisk sikkerhet og adgangskontroll

(Ulike prosesser som forskningsprosessen og kvalitetsprosesser)

Det er et ganske bredt spekter av oppgaver vi kan gjennomfare og vi er alltid &pne for nye
utfordringer. For at oppgaven skal veere aktuell ma den ha en tydelig IT komponent og en
relasjon til digital sikkerhet. Vi i DCSG2005 er godt digitaliserte og geografi er stortsett ingen
hindring for godt samarbeid i prosjektet. Alle forslag er velkomne.



Oppgave 8 — Risikovurdering av Public Cloud
sammenlignet med egendriftet Server Rom / Senter

| en verden som blir stadig mer digitalisert, er det av
storste viktighet a forsta de forskjellige risikoene
som er forbundet med ulike teknologiske I@sninger.
Dette forslaget til forskningsoppgave tar sikte pa a
vurdere risikoene forbundet med bruk av offentlige
skytjenester sammenlignet med egendriftede
serverrom eller datasentre.

Bakgrunn

*Data er en verdifull ressurs.
*Avgjgrende a beskytte data effektivt og sikkert.

Forskningens Fokus

*Vurdering av sikkerhetsmekanismer i offentlige skytjenester og
egendriftede lgsninger.

*Inkluderer digitale, fysiske og geopolitiske aspekter.

Sikkerhetsstrategi
*Omfattende tilnaerming som adresserer alle trusler og risikoer.
*Cyberangrep og sofistikerte datainnbrudd gker.

Mal
*Inspirere diskusjoner og forskning.
Forstaelse av sikkerhet for en tryggere digital fremtid.



Oppgave 9 — Risikovurdering av Github.com

| en verden som blir stadig mer digitalisert, er det av
stgrste viktighet & forsta de forskjellige risikoene
som er forbundet med ulike teknologiske I@sninger.
Dette forslaget til forskningsoppgave tar sikte pa a
vurdere risikoene ved a benytte apen kildekode
tjenesten Github.com

Bakgrunn
*Deling og handtering av utviklingsdata og kode er viktig

Forskningens Fokus

a) Hvordan vurderer dere risikobildet knyttet til bruk av Github
a. Teknisk
b. Organisatorisk
c. Geopolitisk

b) Studenene kan gjerne ta utgangspunkt i Altinn sine apne repositories pa
Github, men her gnskes det en objektiv vurdering rundt bruk av tjenesten. |
tillegg til observasjon, og testing kan det vaere nyttig a se til de hemmelige
tjenester sine apne trusselvurderinger for 3 finne aktuell informasjon

Sikkerhetsstrategi
*Omfattende tilnserming som adresserer alle trusler og risikoer.

Mal
*Inspirere diskusjoner og forskning.
*Forstaelse av sikkerhet for en tryggere digital fremtid.



Education, training and
exercises

how to be cyber-literate, and more specific information security
cyber-literate



Grethe @stby

* Exercises at the Norwegian
Cyber Range/NTNU in Gjavik

e Student studies in the
Introduction to information
management course
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Combined crisis
management and incident
response exercises
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Guidance's for executing exercises

C & dsb.no/lover/risiko-sarbarhet-og-beredskap/artikler/ovingsveileder/ 2 » e

: Apps & Operasion pskeli] B 1e€€ Xplore Digital B ACM Digital Library @) Springer - Internati @ Google Scholar ) DuckDuckGo — Pr

¥dsb

Sek Q Meny =

I oktober 2016

Veileder i planlegging, gjennomfering og
evaluering av gvelser - grunnbok
Grunnboken gir en innfering i hva evelser er,
hvorfor vi ever, ulike typer svelser og hvilke
faser en ovelse bestar av.

* Metodehefte: Fullskalaeving

* Metodehefte: Speloving

* Metodehefte: Diskusjonseving

* Metodehefte: Funksjonseving

» Metodehefte: Evaluering og oppfelging

» Metodehefte: Kontrollerfunksjonen/lokal
ovingsleiar

e https://www.dsb.no/lover/risiko-
sarbarhet-og-
beredskap/artikler/ovingsveilede

r/

Full-Schle Exercises
Functional Exer

Drills

Tabletops
Workshops

Capability

Seminars

Planning/Training
B Discussion-Based [l Operations-Based

* https://www.fema.gov/emerge
ncy-managers/national-
preparedness/exercises/hseep

22
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Socio-technical improvement

process

Maturity modelling

.

Destination acceptance

.

Implementation

23




Cyber crisis management roles

Crisis
manager

Crisis management

Tactical teams

CEO
(Hospit
al Sectorial manager
trust) team
Press
coordinator

Sectorial
manager
ICT management team:
Collaboration with
CERTSs, national security
ICT manager authorities
Information
manager

Information teams:
Monitoring teams
External publishing

teams
Internal publishing
(information
distribution) teams

Operational teams

Sectorial
operational team
affected

ICT SOC team: Internal
surveillance,
Internal investigation,
redundancy
External collaboration
with police

1st line:
Service desk to
meet questions

24



How can we train the roles attending the

exercise?

Crisis
manager

Crisis
management

Operational

Tactical teams
teams

coordinator

=Y

CEQ/
spokes
person

Press

Sectorial
management
team

Operative
teams

Sectorial J
manager

ICT management Internal
team surveillance,
Internal

ICT
manager

Information
manager

investigation,

N Redundancv

Collaborationwith
CERTs, national External
security authorities collaborationwith

Information
teams:

1st line:
Monitoring teams

External publishing Service desk to
teams meet
questions

Internal publishing
(information
distribution)teams




Collaborative
actors/players

SOC
CERT
Sectorial
departments

EXCON-leader

White team

Situational actors

County
Politicians
Board System
committee developers
Police Ethical hackers
investigators
Next of
kin’s/relatives

Media team
actors

Press
Newspapers
Social media




i ' : : f technical support
Timeline Technical exercise o i PP
scenario L and) red-team
Lea rning activities »  White team and red-team
Technical exercise, and (technical support
Technical learning preparation for socio-
activities finished for technical exercise VL and) red-team
technical team to do

situational brief . . ers .
Learning activities »  White team and red-team

\

. . . (technical support and) red-team, situational actors, media

SOCIO_teCh n Ical exercise team, and collaborative parties

J
)

Lea rning activities Lea rniné—aGtMHES——» White teTg;;z:j EXCON- J White team and EXCON-leader
L <

. . . [ ({technicalsupport and) red-team, situational actors, media

S tech I
ocClo-technical exercise L team, and collaborative parties )
S
Learning activities Socio-technical exercise White team and EXCON- [ EXCON-team

leader )
2

‘L Socio-technical exercise Learning activities [ EXCON-team ] [ White team and EXCON-leader
J

Evaluation




What could we possibly execute?

@vingsbehov @nsket miljp
(virksomhetskritisk)

Skytjenester,
lagres pa
datasentre

SCADA-system
Lasesystem
Byggautomasjon
Sak/Arkiv

Brukerkategorisering

(AD)

Indre brannmur

Pasientjournal
Sosialstgtte

Barnevern

Tilbud fra NTNTU (10dv pa selve miljpet)

1 generisk
skytjeneste

1 fagapplikasjon
skytjeneste

2 fagapplikasjoner
1 simulert utstyr

1 fagapplikasjon

.




Towards a maturity improvement process

Microlearning -+

methods
S: OSINT education - -
S: Phishing attack — Acceptable
information 1 level
T: Phishing attack Organizational =

system handling learning methods -

T: Adversarial =+ Actual level
phishing attack * -
Institutional

systems learning methods




Learning loops — recent studies

Concrete Experience
(scenario, 4 deliveries: top-down

brief, BLUF, management
summary and draft for press
release)

Single-loop
(Incremental Learning)

Reflective Observation
(were the lectures relevant,
what were learned from the
scenario, how was the group

dynamic (function/roles))

Active Experimentation
(lectures, both general, and two
specifically for the exercise, the

exercise itself, and participation
in evaluation (Hotwash and g
questionnaire)

Triple-loop

(Transformational learning)
\ Double loop

\ (Reframing)

\ Abstract conceptualization Y

(reality, reaction, thinking, and s

training stage in Hotwash
session)




Exercises and research — Guro B. Olsborg

Concrete Experience
(scenario, 4 deliveries: top-down

brief, BLUF, management
summary and draft for press
release)

Single-loop
(Incremental Learning)

Reflective Observation
(were the lectures relevant,
what were learned from the
o scenario, how was the group
dynamic (function/roles))

Active Experimentation
(lectures, both general, and two
specifically for the exercise, the

exercise itself, and participation
in evaluation (Hotwash and
questionnaire)

Triple-loop

% (Transformational learning)
Double loop

(Reframing)

Abstract conceptualization
(reality, reaction, thinking, and

training stage in Hotwash
session)

Socio-technical study (questionaire)
before the exercise.

Socio-technical action research (as
instructors) during the exercise.
Evaluation on exercise-goals.

What has happened 1 year after the
exercise? What types of learning do
we see? Single, double or triple-loop?
Socio-technical study (same
qguestionaire) one year after.
Interviews 1 year after.
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Masterin Information
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Introduction to information security management - 4115




Student studies:
Book-projects

Management and responsibiliy aspects @ §5..300gede3, Toy00,d @ § u

Are they relevant?

Collaboration?



Book 7 — Adversarial thinking, Al — how does threat actors apply Al to hack information security
components

“Intelligent Intrusion Detection Systems (IDS), automsated cyber defense, network monitoring and
surveillance az well as s=oure software development and orchestration are zll examples of aszets that
are reliant on machine learning {ML) and automation. These applications are (howewver) of
considersble interest to malicious actors due to their importance to soriety® (Hartman & Steup,
2020) In addition, adwversarial thinking about the Al-system themselves, if such could be a threat,
learning from “a world where Als can be hackers” {Schneier, 2021), would be of interest in terms of
“when should we just pull out the plug'? Plezse also see video of God Father of Al below (first in the
line of references).

Al adversarial

thinking

Mark Leonardo pd Instagram: ~This
is scary 8 Jusd Be homans
DT T OERTENGNT FRoE T Tr i
infeligemoe, Al will oo Pas S
e we Creale forman-&l IryDnas
This b e B husran race wil

Deiircy Esel, 6 only B maier of
e ik BadtifCalinlelice e
Fharrandp”

Thereby, 3 research questions are suggested:

Research question 1: Whot scientific literoture provides relevant suggestions to roise knowledge
[digital literocy] on hocking odversaries against Al-models, and from Al-models themselves?

Research question 2: How wouwld Al-models, ond whot state-of-the-art Al-models would be able to
develop malicious hocking today?

Reseagrch question 3: How can ‘odversarial thinking” be used to understond the possible development
of malicious Al-models to exploit today s system-secunity ?



https://www.youtube.com/shorts/odUjxJy0YMo
https://www.youtube.com/shorts/odUjxJy0YMo
https://www.youtube.com/shorts/odUjxJy0YMo
https://www.youtube.com/shorts/odUjxJy0YMo

Input validation

Book 3 — Manage ‘input validation' and system-vulnerabilities that may cause unrepairable damage

Input validation is one of the most common vulnerabilites when web-applications are developed, az

web-applications also are frequently targeted by attackers (Scholte et. al, 2012). Thersby, both

specification-based tests and code-based tests are suggested to meet the challenges, and thereby

“pxtract path partition and input conditions from code for testing input validation® (Liu & Tam, 2008) 1. September kL 10:43

“The path partition can be used to design white-box test cases for testing input validation. Lotteritilsy net utreder nytt rege[verk
It c2n also be used to measure the coverage of input validation testing. The valid and

inwalid input conditions recovered can be used to check against the specifications and aid
the test suite design in blagkbox testing” (Liu & Tan, 2008) fatt i oppgave a utrede et nytt regelverk.

Lotteritilsynet opplyser i en pressemelding at de har

Those tests may not, however, be able to manage insider threats and human failures. Friday 23.
of lune, Norsk Tipping failed to code the input from Eurgjackpat correctly and coded the input
multiplied with 100 instezsd of divided by 100. That iz, the code itself had not been tested. testinstitutter, for & teste at Spj[[e ne er gode nok.

Regelverket skal stille krav til bruk av uavhengige

- Det er for a forebygge flere feil, og vi ser det er helt
nedvendig a fa pa plass, sier direkter Atle Hamar i

Lotteritilsynet.

OWASP top 10 [OWASP, 2021) and SANS 25 software errors {SAMS, 2025) management systems are
suggested to meet input validation vulnerabilities (Fadlalla, & Elshoush, 2023), but possibly, thoss may
overlook insider threats and insider human failures.

To mest the following challenges, 3 research guestions are suggested:

Resegrch question 1: What relevant sacio-technical (mot just technical] scientific literature {proven

results) may meet the chollenges presented?

Resegrch question 2: What state-of-the-art frameworks (like OWASP and SANS) may praovide
informaotion security manogement support, and how may the fromeworks specificolly support the

insider threats and insider human failures?

Resegrch question 3: Whot methods can be developed to ovoid insider threats and insider human

failures ta input validation ?



Exit strategies

* What happens in
* The USA

* The Ukraine
* |srael

...all tech-countries

Book & — Exit strategies in uncertain times

The invalidation of the EU-US privacy shield in 2020 {Cory et. al., 2020) and recent uncertainty of the
Data Paolicy Framework in 2025 [Henthom-lwane, 2025) have challenged data privacy protection
between Europe and U5A.

It is not always transparent how the data is shared across borders, especially for services targeted at
private individuals. Institutions and organizations have some degree of control, dependent on
services used and subscription models, but they may not have the ability to protect citizens and
employees, and exit-strategies are considered. Therefore, e.g., ‘the right to be forgotten” and other
legizlations to protect data would require extra attention in the transition pericd. Exit strategies must
be developed to support such transitions, and a huge number of risks must be considered.

To mest these challenges 2 research questions are suggested:
Rezegrch question 1: Whaot risks must be considered to prepare for privacy protection exit strotegies?

Rezearch question 2: What relevant scientific Iitergture about exit strotegies is relevant to understansg
the necessary steps in such transitons?

Rezeagrch question 3: Whaot methods can be developed to support privacy protection exit strategies?



And what about

Book 1 - Diia, a Ukrainian public friendly service - accessibility and vulnerabilities in times of war
Book 2 - Information security responsibility in and management of system-security in Al-models
Book 4 - ISO-certification (and other types of certifications) requirements to start-up companies

Book 6 - Information security training narratives — what can we learn from narratives, and how can we induce triple-
loop-learning to make actual changes to the level of security in critical infrastructures?

Book 8 — Attacks on water-supply-systems - are we tested? How to understand govern threat actor organizations

Book 9 - Misinformation and manipulation, wanted or unwanted - how to manage information security in relevant
media channels

Book 10 - Espionage —research, health- and personal information, and political decisions and emergency- and crisis
management abilities

Book 11 - Vulnerabilities in food-supply chains - how may societies be affected?
Book 12 - Value chain attacks, how to prepare for and manage value chain risks

Book 13 - Cyber security to space technology - how to manage and collaborate with rocket and space communities
within the content of secure testing and launch of new space technologies



Do you have an
idea?




Questions

* Which of the topics presented would be relevant to
explore further with your organization?

* What management topics (book projects) do you
find relevant to be involved in?

* Suggestions on additional topics (book projects) do
you suggest we should explore?

e Suggestions on risk assessment cases related to
your organization/partners...?
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You are all welcome to the ISM Partner Christmas Lunch:
12th Dec, 11:00-14:00, Oslo

The Information Security Management research group
will be holding a Christmas Lunch for all Partners at the
CityBox Hotel.

Goal: Discuss Information Security Management
Education and Research for Norway for the coming year!

Also a chance to meet the Norwegian Cyber Rangers

2026 team preparing for next year’s Cyber 9/12 Challenge ‘ ey o YA P
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Prinsens gate 6, 0152 Oslo

Contact: stewart.kowalski@ntnu.no; erjon.zoto@ntnu.no;
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Cyber Statecraft Initiative

Cyber 9/12 Strategy Challenge

The Cyber 9/12 Strategy Challenge is an annual cyber policy and strategy competition where students from across the globe

compete in developing policy recommendations tackling a fictional cyber catastrophe.
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