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Main goal of this presentation

● Get your attention
● Contact us

erjon.zoto@ntnu.no grethe.ostby@ntnu.no



Cyberspace



Actors in cyberspace

Defense

• State actors

• Coorporates

• SME-s

Attack

• State-sponsored

• Cybercriminals

• Hacktivists

• Script kiddies



Result

• Copilot



Cyberspace in 
CyberAIMs



Socio-technical approach

• "Adversarial thinking, as a process that 
considers the potential actions of the 
opposing force working against the desired 
result.

• "Systems thinking, as a process that 
considers the interplay between social and 
technical constraints to enable assured 
operations."



Agents and Attributes
Attributes

• Resources
• Budget for activities in cyberspace

• Skills
• Knowledge, tools and techniques

• Motivation

Levels

• Low to High

• Default

Agent count

• More agents from lower tiers



Strategies

•

•

•

•

•



Designing the 
tool



Interface



CyberAIMs 2025

Addressing Motivation
• Adding theoretical insights to Motivation

• PMT
• SDT
• Schwartz theory (Theory of Basic Human Values)
• …



Scenarios

Script kiddie vs Talk talk           Stuxnet                       Playstation



Scenarios*

Østre Toten, 2021



Student 
assignments:
Risk management
(DCSG2005)





Oppgave 8 – Risikovurdering av Public Cloud 
sammenlignet med egendriftet Server Rom / Senter

I en verden som blir stadig mer digitalisert, er det av 

største viktighet å forstå de forskjellige risikoene 

som er forbundet med ulike teknologiske løsninger. 

Dette forslaget til forskningsoppgave tar sikte på å 

vurdere risikoene forbundet med bruk av offentlige 

skytjenester sammenlignet med egendriftede 

serverrom eller datasentre.

Bakgrunn

•Data er en verdifull ressurs.
•Avgjørende å beskytte data effektivt og sikkert.

Forskningens Fokus
•Vurdering av sikkerhetsmekanismer i offentlige skytjenester og
egendriftede løsninger.
•Inkluderer digitale, fysiske og geopolitiske aspekter.

Sikkerhetsstrategi
•Omfattende tilnærming som adresserer alle trusler og risikoer.
•Cyberangrep og sofistikerte datainnbrudd øker.

Mål
•Inspirere diskusjoner og forskning.
•Forståelse av sikkerhet for en tryggere digital fremtid.



Oppgave 9 – Risikovurdering av Github.com

I en verden som blir stadig mer digitalisert, er det av 

største viktighet å forstå de forskjellige risikoene 

som er forbundet med ulike teknologiske løsninger. 

Dette forslaget til forskningsoppgave tar sikte på å 

vurdere risikoene ved å benytte åpen kildekode 

tjenesten Github.com

Bakgrunn

•Deling og håndtering av utviklingsdata og kode er viktig 

Forskningens Fokus
a) Hvordan vurderer dere risikobildet knyttet til bruk av Github

a. Teknisk 

b. Organisatorisk 

c. Geopolitisk

b) Studenene kan gjerne ta utgangspunkt i Altinn sine åpne repositories på 

Github, men her ønskes det en objektiv vurdering rundt bruk av tjenesten. I 

tillegg til observasjon, og testing kan det være nyttig å se til de hemmelige 

tjenester sine åpne trusselvurderinger for å finne aktuell informasjon

Sikkerhetsstrategi
•Omfattende tilnærming som adresserer alle trusler og risikoer.

Mål
•Inspirere diskusjoner og forskning.
•Forståelse av sikkerhet for en tryggere digital fremtid.



Education, training and 
exercises

how to be cyber-literate, and more specific information security 
cyber-literate



Grethe Østby

• Exercises at the Norwegian 
Cyber Range/NTNU in Gjøvik

• Student studies in the 
Introduction to information 
management course



Combined crisis 
management and incident 
response exercises



Guidance's for executing exercises

• https://www.dsb.no/lover/risiko-
sarbarhet-og-
beredskap/artikler/ovingsveilede
r/

• https://www.fema.gov/emerge
ncy-managers/national-
preparedness/exercises/hseep
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Socio-technical improvement 
process

23



Sectorial manager 
team

Information teams:
Monitoring teams
External publishing 

teams
Internal publishing 

(information 
distribution) teams

Sectorial 
operational team 

affected

1st line: 
Service desk to 
meet questions

Crisis management Tactical teams Operational teams

CEO 
(Hospit

al 
trust)

Press 
coordinator

Crisis 
manager

Information 
manager

Sectorial 
manager 

ICT manager

ICT management team: 
Collaboration with 

CERTs, national security 
authorities

ICT SOC team: Internal 
surveillance,

Internal investigation, 
redundancy

External collaboration 
with police

Cyber crisis management roles

24



25

How can we train the roles attending the 
exercise?
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Technical exercise

Technical exercise, and 
preparation for socio-

technical  exercise

Socio-technical exercise

Socio-technical exercise

Evaluation

Learning activities

Learning activities

Learning activities

Learning activities

Learning activities

Learning activities

Timeline
scenario

Socio-technical  exercise

Socio-technical  exercise

Technical learning
activities finished for
technical team to do
situational brief

(technical support 
and) red-team

(technical support 
and) red-team

(technical support and) red-team, situational  actors, media 
team, and collaborative parties

(technical support and) red-team, situational  actors, media 
team, and collaborative parties

White team and EXCON-
leader

White team and EXCON-leader

White team and EXCON-
leader

White team and EXCON-leader

White team and red-team

White team and red-team

EXCON-team

EXCON-team



What could we possibly execute?



Towards a maturity improvement process
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Learning loops – recent studies
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Exercises and research – Guro B. Olsborg

Socio-technical study (questionaire) 
before the exercise.
Socio-technical action research (as 
instructors) during the exercise.
Evaluation on exercise-goals.
What has happened 1 year after the 
exercise? What types of learning do 
we see? Single, double or triple-loop?
Socio-technical study (same 
questionaire) one year after.
Interviews 1 year after.



Master in Information 
Security

Introduction to information security management - 4115



Student studies:
Book-projects
Management and responsibiliy aspects
Are they relevant?
Collaboration?



AI adversarial 
thinking

Geoffrey Hinton shared 
an important message 
about potential risks 
with artificial intelligence

https://www.youtube.com/shorts/odUjxJy0YMo
https://www.youtube.com/shorts/odUjxJy0YMo
https://www.youtube.com/shorts/odUjxJy0YMo
https://www.youtube.com/shorts/odUjxJy0YMo


Input validation



Exit strategies
• What happens in

• The USA
• The Ukraine
• Israel

…all tech-countries



And what about

Book 1 – Diia, a Ukrainian public friendly service - accessibility and vulnerabilities in times of war

Book 2 – Information security responsibility in and management of system-security in AI-models

Book 4 - ISO-certification (and other types of certifications) requirements to start-up companies

Book 6 – Information security training narratives – what can we learn from narratives, and how can we induce triple-
loop-learning to make actual changes to the level of security in critical infrastructures?

Book 8 – Attacks on water-supply-systems – are we tested? How to understand govern threat actor organizations

Book 9 - Misinformation and manipulation, wanted or unwanted – how to manage information security in relevant 
media channels

Book 10 – Espionage – research, health- and personal information, and political decisions and emergency- and crisis 
management abilities

Book 11 – Vulnerabilities in food-supply chains – how may societies be affected?

Book 12 – Value chain attacks, how to prepare for and manage value chain risks

Book 13 - Cyber security to space technology – how to manage and collaborate with rocket and space communities 
within the content of secure testing and launch of new space technologies



Do you have an 
idea?



Questions
• Which of the topics presented would be relevant to 

explore further with your organization?

• What management topics (book projects) do you 
find relevant to be involved in?

• Suggestions on additional topics (book projects) do 
you suggest we should explore?

• Suggestions on risk assessment cases related to 
your organization/partners…?



Thank you for your attention!

Norway’s first adventure game

https://spillhistorie.no/2025/09/11/norways-first-adventure-games-part-1/


You are all welcome to the ISM Partner Christmas Lunch: 
12th Dec, 11:00-14:00, Oslo
The  Information Security Management research group 
will be holding a Christmas Lunch for all Partners at the 
CityBox Hotel.
Goal: Discuss Information Security Management 
Education and Research for Norway for the coming year!

Also a chance to meet the Norwegian Cyber Rangers 
2026 team preparing for next year’s Cyber 9/12 Challenge

Find out who has been naught and nice 

What’s New
 What’s Old
What’s Next 

11:00-14:00
Prinsens gate 6, 0152 Oslo

Contact: stewart.kowalski@ntnu.no; erjon.zoto@ntnu.no; 

https://www.ntnu.edu/ccis/ism#/view/about
https://www.linkedin.com/pulse/p%C3%A5-innsiden-av-en-cyber-challenge-ntnuigjovik-mokxf/
https://www.google.com/maps/place/data=!4m2!3m1!1s0x46416e89bc7776f5:0x9577acea0158878b?sa=X&ved=1t:8290&ictx=111
mailto:stewart.kowalski@ntnu.no
mailto:erjon.zoto@ntnu.no


(19) På innsiden av en cyber challenge | LinkedIn

https://www.linkedin.com/pulse/p%C3%A5-innsiden-av-en-cyber-challenge-ntnuigjovik-mokxf/
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https://www.linkedin.com/pulse/p%C3%A5-innsiden-av-en-cyber-challenge-ntnuigjovik-mokxf/
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