JEisHE )

WWW.Ccrysys.hu

Are you safe from your contacts? Digital address
books, interdependent privacy, and why end-to-end
encryption is not the Holy Gralil

Gergely Biczok
CrySyS Lab, Budapest Univ. of Technology and Economics
WWW.crysys.hu

Standing on the shoulders of giants: Pern Hui Chia (Google ©), Iraklis Symeonidis (RISE), Kévin Huguenin* and
Mathias Humbert (UNIL), ...

© CrySyS Lab, BME


http://www.crysys.hu/

Cambridge Analytica: a ,veterinarian horse”
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Whirlwind tour of interdependent privacy (IDP)

,,Definition”
= Asituation where your (in)actions affect the privacy of other individuals
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Root causes Economics of IDP privacy
= Someone shares your data (CA) = Negative externalities
= Multi-party data (photos, chats) = Mitigation: internalize them
= Data correlation (genomic, trajectory) — Tax (Pigou, 1920)
= (Collective free-riding (p2p anonymous — Regulate (GDPR, 2016)
communications — no cover traffic) — (Re-)Engineer (Facebook, 2018)
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Digital Address Books (DABSs)

2% Individuals store contact data of other individuals, in a structured
way, in their digital address books (DAB), which they often sync with
online services.

Why does it matter? Profiling (possibly non-users, cf. shadow profiles)!
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Digital Address Books
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Legal analysis G-
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"= 1) Local DAB or 2) e2e encrypted DAB or 3) Unencrypted online DAB, ,,general service”
— DAP SP is Data Processor, 3) Alice is sole DC -> ,,household exception”, DAB SP is DP

= Unencrypted online DAB, SP influences usage/uses data further
— Alice and SP are joint Data Controllers
— Household exemption only for Alice! SP has to answer John’s requests (DAR)

= Experiment TLDR: they don’t! No features for non-users! Data returned do not

contain data from others’ DABs (even if John is a user)!
— 5 major e-mail/DAB providers, explanations vary ©
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User studies (don’t ask ©)

= Two studies, N = 400+, Prolific
= 80% understand that DAB providers can access data they upload (in the clear)

= 90% self-report 1+ mobile app accessing their contact list
= 30%: 10+ apps

= Respondents are moderately concerned about others exposing their data
— Strong concern for address and photo

= Some concerns about sharing others’ data
— But 25% would sell it for a few S

= Likelihood of your birthday shared by others: 3.6% (hard data)

— If you appear in the contact list of 50 DAB users: 100%-(100%-3.6%)>°= 86% DAB provider has your
birthday

— And you are a non-user...
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Plans

= DAB providers have no incentive to implement end-to-end encryption

= Not seeing GDPR fines
= Exception: where privacy/security is a selling point (Proton)
= |Implementation challenge to decrypt in a web browser

" But users seem to care: dashboard
— Transparency and control
o Design: dashboard for managing rights to object and to access = With BME

< & Your preferences Data about you
P lease select the contact card fields that you do not want to be synced on iCloud. Here is a all of the data associated with phone number +1 (234) 567-89 in the Contacts of
’ iCloud users.
. Whenever an iCloud user creates a contact card that contains phone number +1 (234)

sa
567-890 , the following fields will not be synced on iCloud servers.

Sign in with your identifier Company
Job titl
Photo e +1 (‘2‘34) 567-890
@ Birthd:
( @ Address o
= john.doe@mail.com
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From: bob@icloud.com
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Panel on interdependent privacy (under submission)
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