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3 confrontations

• Crypto vs law:
• How did the law understand and modelled cryptographic signatures?
• What kind of evidential power did it grant them? 

• Crypto vs users:
• How did users (legal professions) understand cryptographic signatures?
• How did they integrate them within their professional practices? 

• Crypto vs crypto:
• How did the cryptographic signature model emerge?
• Where does the design mandate for the field come from?
• What do internal debates reveal about the field’s boundaries and program?



Part 1:
Crypto vs law
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UNCITRAL Model Law on E-Commerce

• Enacted in 1996, with the aim of facilitating the use of modern means 
of communications and storage of information in international trade
• “Functional definition” of signatures: the signing method must enable 

one to:
• identify the signer and 
• indicate that the signer manifests her consent

• Non-discrimination principle:
• “Information shall not be denied legal effect, validity or 

enforceability solely on the grounds that it is in the form of a data 
message”



ABA “Digital Signature Guidelines”
• Proposed in 1996, to help US State legislatures in the elaboration of digital 

signature bills
• Exclusively defined electronic signatures as those based on cryptographic 

signatures:
• “Digital signatures, as those used in these guidelines, does not include the results of 

encryption and decryption by means other than an asymmetric cryptosystem, nor 
does it include a digitized version of a handwritten signature, a typewritten 
signature, such as ‘John Doe’, the use of passwords of other practices for controlling 
access, or any other computer-based representation of identity or authentication.”

• Cryptographic signatures granted a presumption of trustworthiness, 
leading to a reversal of burden of proof
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European Directive on E-Signatures

• Enacted in 1999 by the European Commission, in order to prevent 
obstacles to the Common Market
• Hoped to do for authentication services what GSM did for the cellular 

telephony market in Europe
• Binding on all member States, but obligation of results, not of means
• Aspired to “technological neutrality” but also attempted to provide 

favorable conditions to the most mature technology, i.e.,  
cryptographic signatures
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European Directive on E-Signatures
• “Simple” electronic signature: 

• “data in electronic form which are attached to or logically associated with other 
electronic data and which serve as a method of authentication” 

• “Advanced” electronic signatures have additional features:
• uniquely linked to the signatory
• created using means that the signatory can maintain under his sole control; 
• linked to the data to which it relates in such a way that any subsequent change of the 

signed data is detectable.

• To each type is associated a different evidential regime:
• “Simple” are admissible (non-discrimination principle), but with no specified proof 

value
• Advanced are admissible + have identical weight as handwritten signatures





French signatures (March 2000 bill)
• Define writing as independent of any media — “Literal proof, or proof in 

writing, results from a sequence of letters, characters, numbers, or any 
other signs or symbols endowed with an intelligible meaning, whatever 
their medium or means of transmission.”
• “Writing on electronic media has the same probative value as writing on 

paper.” 
• Only a rebuttable presumption of reliability:

• “When it is electronic, it consists in the use of a trustworthy identification mechanism 
guaranteeing the link with the act to which the signature is attached.

• The trustworthiness of this mechanism is presumed, until proof of the contrary, when 
the signature is created, the identity of the signatory ensured, and the integrity of the 
act guaranteed, under conditions established by a decree from the Conseil d'état.”

• Judge can be convinced otherwise when presented with contrary evidence





Part 2:
Crypto vs users



‘Authentic’ acts
• France has a two-level hierarchy of written proof: regular and authentic

- notarized contracts; records of civil status; court decisions; 
• Drafted by and under the care of a trusted witness, the public 

officer;
• Must meet extensive form requirements;
• Testify of their origin, date, and content in and of themselves;
• No limits on duration of archiving.

• Civil Code, Art. 1317 — “The authentic act is that one which 
has been received with the required  solemnities by an 
authorized public officer. It can be established on electronic 
media if it is drafted and preserved under conditions 
established by decree from the Conseil d'état.”







27

Electronic signature lifecycle

• To serve as evidence, digital signatures must be 
trustworthy during both initial verification and 
verification in the course of litigation
• Archiving electronic documents is not a neutral process



The fundamental dilemma

• Digital signature verification fails if a single bit of the 
document is modified after being signed, whether the 
modification is malicious or effected for purposes of 
preservation.
• Preserving digital signatures makes impossible any migration 

of a document’s logical encoding, forever freezing it in its 
original state
• Furthermore, digital signatures are electronic data which 

must also be preserved so as to be meaningful in the future



Trusted Archival Services

• Proposed by the EESSI standardization consortium
• A new type of commercial service that would be offered by competent 

bodies and professions, to guarantee the long-term integrity of 
cryptographi-cally signed documents
• Technical requirements: 

• “to guarantee that the content of the documents can still be viewed and that the 
signature on these documents can still be validated years later … 

• … TAS should provide backward compatible service, i.e., maintain a set of 
applications (viewers as well as signature validation applications) together with the 
corresponding platforms (hardware, operating systems, etc), or at least an emulator 
of such applications”



Resignature

• EESSI “Electronic Signature Formats” distinguishes between “initial 
validation” and “late validation” (steps 2 and 4 of the signature lifecycle) 
• “Archive” signature format encapsulates all of the information that can be 

eventually used in the late validation process, such as public key 
certificates, revocation information, timestamps, etc.
• Primary security threat to the validity of digital signatures modeled as 

decay in cryptographic strength: 
• “Before the algorithms, keys and other cryptographic data used at the time the 

electronic signature was built become weak and the cryptographic functions become 
vulnerable, the signed data should be timestamped … using stronger algorithms (or 
longer key lengths) than in the original timestamp.”



NARA guidelines

• “the agency’s preserves the signature’s validity and meets the adequacy of 
documentation requirements by retaining the contextual information that 
documented the validity of the electronic signature at the time the record 
was signed.”
• Or … preserves the ability to validate signatures, “an approach potentially 

more burdensome, particularly for digitally-signed records with long 
retention needs, due to issues of hardware and software obsolescence.”
• In all cases … “agencies must ensure that the printed name of the 

electronic signer, as well as the date when the signature was executed, be 
included as part of any human readable form (i.e., electronic display or 
printout) of the electronic form.“



National Archives of Canada

• Guidelines relatives to the preservation of encrypted and digitally signed 
documents published in 2001
• “The National Archives will not attempt to maintain the capacity to re-

verify a digital signature after transfer to its control, nor to preserve the 
traces of a digital signature generated under the current federal PKI 
system.”
• “For National Archives' purposes, the integrity and authenticity of records 

will continue to be inferred from their placement within an organization's 
record-keeping system during the normal course of business, and from 
proof of that organization's reliance on records kept within their record-
keeping system.” 



InterPARES
• “Digital signatures and PKI are examples of technologies that have been 

developed as a means of authentication for electronic records transmitted 
across space. … These technologies were never intended to be, and are not 
currently viable, as a means for ensuring the authenticity of electronic 
records over time.”
• It is not possible to preserve an electronic record as a stored physical 

object: it is only possible to preserve the ability to reproduce (make 
manifest) the record.
• The entire process of preservation must be thoroughly documented as a 

primary means for protecting and assessing authenticity over the long 
term.



Two views of electronic evidence

Physical measures:
• Authenticity = bitwise integrity
• Integrity ensured by trusted cryptographic technology
• Signature verification is primary evidence

Contextual measures:
• Authenticity = probabilistic measure of all available evidence
• Integrity ensured by trusted custodian, through whatever 

means necessary, including migration of underlying bitstring
• Signature verification is just one piece of metadata



Part 3:
Crypto vs Crypto





The manifesto
• Key distribution as the central problem for enabling e-commerce
• Public-key (asymmetric) crypto as the solution to decentralized trust
• Crypto is recast as an open mathematical problem space

• “At the same time, theoretical developments in information theory and 
computer science show promise of providing provably secure 
cryptosystems, changing this ancient art into a science.”

• Break from Cold War “secrecy through obscurity” paradigm –
• Civilian research, publication, peer review

• And signatures! 











Foundational programs

• Crypto-anarchists:
Crypto as liberation technology; decentralization, resistance to surveillance, and 
trust without institutions.

• Chaum:
Privacy as a design mandate; new primitives (blind signatures, digital 
pseudonyms) to reorganize social relations.

• Simmons:
Cryptography as tasked with reproducing the locks and chains of paper-based 
security in a digital environment.

• Goldreich:
Cryptography anchored in mathematical rigor—proofs, formal models, and 
adversaries abstracted from the world.



Emergence of the signature model
• Diffie & Hellman (1976): foundational metaphors

• “In order to develop a system capable of replacing the current written contract 
with some purely electronic form of communication, we must discover a digital 
phenomenon with the same properties as a written signature.” 

• “It must be easy for anyone to recognize the signature as authentic, but 
impossible for anyone other than the legitimate signer to produce it. We will 
call any such technique one-way authentication.”

• The RSA paper intensifies abstraction
• Defines signatures as an inversion of encryption, without engagement with 

legal or evidentiary traditions.
• Uses scare quotes: “Therefore Alice has received a message ‘signed’ by Bob, 

which she can ’prove’ that he sent, but which she cannot modify.”

• The core design brief is modeled on function, not context.



New kinds of signatures
• Blind signatures

• Signer does not see the content they sign.
• Developed by Chaum for digital cash and anonymous credentials.

• Undeniable signatures
• Cannot be verified without the signer’s cooperation.
• Interactive proof rather than public verifiability

• Group signatures
• A member (or coallition) of a group can sign anonymously on behalf of the 

group.
• New creative arrangement of authentication and anonymity.

• Proxy signatures
• Delegate signature authority from one party to another.
• Enables controlled delegation without exposing the original signer’s private 

key; both parties remain accountable.



Justificatory scenarios
• “Suppose that Bob (also known as “Deep 

Throat”) is a member of the cabinet of Lower 
Kryptonia, and that Bob wishes to leak a juicy 
fact to a journalist about the escapades of 
the Prime Minister in such a way toat Bob 
remains anonymous, yet such that the 
journalist is convinced that the leak was 
indeed from a cabinet member. Bob cannot 
send a standard digitally signed message, 
since such a message, although it convices 
the journalist that it came from a cabinet 
member, does so by directly revealing Bob’s 
indentity.”



Internal criteria, external relevance
• Cryptographic signatures were not defined by empirical needs, user 

demand, or institutional practice, but by what could be formalized 
and proven.
• Once formalized, schemes are evaluated by internal criteria (e.g. 

security proofs, efficiency), not external relevance.
• The design mandate of cryptography comes not from the world, but 

from within the discipline itself — its assumptions, its models, its 
aesthetics, its needs for mathematical rigor, couched by Goldreich as 
‘natural security concerns’
• Even worse: this does not account for the creative activity of 

cryptographers, the entirely new objects they create, resulting in the 
over-extended justificatory scenarios. 



• Involuntary steganographic leaks
• Major crack in the ‘standard model’
• The model has formalized away that 

computation is always material
• Unlike Turing Machines, computers 

consume energy, emit radiation, 
etc.

Side-Channel Attacks







Random oracle model controversy
• In the 90s, a series of protocols proved secure in theory turned out to be 

insecure in practice.
• Bellare and Rogaway (1993) seek a bridge between theoretical security and 

practical construction.
• ROM: A hash function is idealized as a “random oracle”: a black box that 

outputs a truly random value for each unique input.
• BUT: No real hash function behaves like a random oracle.

The model is powerful but epistemically unstable.
• BUT: Allows formal proofs for practical protocols: 

• “This is the only way we know how to prove RSA signatures secure.”
• “We stress that the last step of the proof is heuristic in nature. … Significant 

assurance benefits nonetheless remain.”



Strong words are exchanged …
• Goldreich: this is “post-modern” cryptography:

• ROM-based proofs are built on an idealization that is impossible to instantiate.
• There exist schemes that are secure in the ROM and insecure under all real hash 

functions
• Intellectually lazy and methodologically weak.

• ROM remains widely used: it is efficient, intuitive, and the only tractable 
option for many constructions. 
• The controversy puts another crack in the “standard model”:

• Rogaway: “When you are working with the ROM, you are working within a specific 
model, and a not-so-realistic one at that. What is often not recognized is that when 
you are working within the standard model, you are also working within a specific 
model and a not-so-realistic one. The standard model also abstracts away key 
aspects of the real world—like the fact that real computation takes time, uses power, 
and leaks radiation. There is a big gap between the ROM and reality (hash functions 
aren’t like random oracles) — and there is also a big gap between the standard 
model and reality.”

• Security proofs are always contingent on some abstraction — at least, ROM 
is upfront about its assumptions.



And so? … 

• Cryptographers claim a libertarian ethos, yet rely on an authoritarian 
model of proof (Goldreich).
• In practice: multiple proof regimes coexist — ROM, “standard” 

assumptions (RSA is hard), and communal evidence that schemes 
remain unbroken.
• If cryptographic proofs already draw on diverse and imperfect 

foundations, why not develop modes of proof shaped by the realities 
of institutions, users, and practice?
• This is about opening and exploring the space of design



Memory



Visual system (hash visualization)



Embodiement & materiality as inspiration
• Memory

• Schemes that rely on input orderings, recognition, and unshareable secrets
• Leverage subjective, non-transferable memory rather than shared secrets or public 

keys
• Vision

• Graphical passwords, hash visualizations, and visual cryptography
• Embed authentication in perception, what can be seen, not just computed; invoke 

intuitive pattern recognition
• Cognition

• Unplugged crypto, KidKrypto — make cryptographic reasoning mentally executable, 
not just machine-verifiable

• Material objects
• Sealed envelopes, scratch cards, tamper-evident seals
• Anchor cryptographic guarantees not digital abstraction, but in physical irreversibility 

and tactile inspection



Conclusion

• Cryptography arrived on the scence of digital evidence with grand 
ambitions, but the end results have been less than spectacular
• Law translated and domesticated cryptographic claims rather than 

adopting them wholesale.
• Legal professions and archives reasserted their own regimes of trust, with 

limited interest in cryptography’s authority.
• Cryptography’s own trust practices are more diverse, more creative, more 

pragmatic than it likes to admit.
• Cryptography’s relevance might be improved by broadening its modes of 

proof, engaging with the social and material world, and embracing a 
culture of speculative design experiments




