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Luca Ferretti*, Chris Wymant*, Michelle Kendall, Lele Zhao, Anel Nurtay, Lucie Abeler-Dérner, ‘ . ‘ o
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Android/iOS App

SMS verification
- Two factor auth.
- Map phone to UUID

Data uploader
- Regular uploads of collected
data

SQLite
- Temporary storage for
collected data

Data collector

- Logs GPS data

- Logs Bluetooth data
-UuuiD

. Developed and maintained by Simula

AvriL 16

Backend hosted in Microsoft Azure

SMS verification service
(AD B2C)

AKS = Azure K

- Public REST interface
- Phone number DB
- Map UUID to phone

Device registration service
(AKS)

Deletion Service
(AKS)

- Reg. device ID
- Provides key

Import service
(loT Hub)
- Public REST interface

Data lake
- Raw data from devices

ubernetes Service

loT = Internet of Things Hub

AD B2C = Active Directory Business to Consumer

. FHI responsibility. Maintained by NHN

Web application

Varslingslesning
- Accesslog
- Queries

Innsyn
- Individual access
to own data

Analytics Service
(AKS)
Managed SQL

- Analysis DB with
GPS and Bluetooth
time series

. FHI responsibility. Developed and maintained by NHN
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Dersom du mener at var behandling
av personopplysninger ikke

stemmer med det vi har beskrevet
her eller at vi pa andre mater bryter
personvernlovgivningen eller annen
relevant lovgivning, sa kan du klage til
Datatilsynet eller du kan kontakte oss
eller vart personvernombud.

Du finner informasjon om hvordan
kontakte Datatilsynet pa Datatilsynets
nettsider: www.datatilsynet.no.

6. Endringer

Covid-19-epidemien er i rask utvikling

og det kan bli ngdvendig med

endringer i hvordan vi behandler
personopplysninger. Dette kan medfgre
endringer i tjenestens funksjonalitet og i
personvernerklaeringen. Vi vil informere
om slike eventuelle endringer i sa god tid
som mulig og pa en mate som gjor at du
kan ta stilling til om du fortsatt gnsker

a bruke Smittestopp for endringene trer

i kraft. Du vil varsles via SMS om slike
endringer.

Lone PrRIvACY
PoL\ey STATEMEAT

—

—— c—

©

La Smittestopp fa tilgang til
enhetens posisjon?

TILLAT HELE TIDEN

BARE TILLAT NAR APPEN BRUKES

IKKE TILLAT

“"ALways Attowed" NeedeD
To FuwcTioN PRoPERLY.

m RO

Innstillinger

v1.0.2

Bruker
LOGG UT
Telefon +47

Egenskaper

® oGrs

. Bluetooth

Hjelp

https:/helsenorge.no/kontakt
23327000

&

Innstillinger
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« “FulL TRANSPARENCY
'3 REQUIRED ... "

» *...FoR PRoTocoL AuD PRocEisivG."

EDPW™:
o DO NOTTRACKk THE
LOCAT oM OF USERS.”

o “C,Ou,zcrzl) INFORMAT (oM

SHoULD RESIDE WwiTH THE
UsER. M

e "OPeRATIONS NOT STRICTLY NECESSARY
REQUIRE €XPLICIT coNsgvT. ™
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Re’Acnods To SM\TTESTODPD

Lektor sendte e-post til
hoyskoleelever: Omtalte

Smittestopp-appen som
«farligere» enn coronaviruset

AVNESTY INTERJATIONAL, JUNE 2:

Given the grave privacy risks to thousands of people, we wanted to alert you to this and urge you to immedi-
ately roll back the app in its current form and ensure that any contact tracing efforts are human rights respect-
ing.

Due to the scale of privacy concerns to all users of the app, we plan to make our findings public as soon as possible.
We therefore await your response by close of business on 9 June 2020.

Yours sincerely,

Y, M‘%{ JOVQ\ é/la,f&, %xmg;g |

Tanya O’Carroll John Peder Egenaes
Director, Amnesty Tech Director, Amnesty International in Norway
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8. Varsel om vedtak
Datatilsynet varsler herved felgende vedtak:

Folkehelseinstituttet ilegges et midlertidig forbud mot a behandle personopplysninger
knyttet til Smittestopp, jf. personvernforordningen artikkel 58 nr. 2 bokstav f.
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THe €NVD OF SMitresTops (V4)

VAT ATILAYVET, JUNE 1L

8. Varsel om vedtak
Datatilsynet varsler herved falgende vedtak:

Folkehelseinstituttet ilegges et midlertidig forbud mot a behandle personopplysninger
knyttet til Smittestopp, jf. personvernforordningen artikkel 58 nr. 2 bokstav f.

FHI1, JUNE IS:

FHI stopper all innsamling av data i Smittestopp
(arkivert)

Publisert 15.06.2020

FHI sletter alle data fra appen Smittestopp og stopper inntil videre innsamling av
data etter varsel om forbud fra Datatilsynet. Dette vil gi darligere beredskap fordi vi

taper tid til utvikling og testing av appen, og ogsa darligere kontroll over

smittespredningen i Norge, sier direkter Camilla Stoltenberg.
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smittespredningen i Norge, sier direkter Camilla Stoltenberg.
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8. Varsel om vedtak
Datatilsynet varsler herved folgende vedtak:
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DIt .NO , SEPT. 24:

SIMULAS SMITTESTOPF

FHI sletter alle data fra appen Smittestopp og stopper inntil videre innsamling av
data etter varsel om forbud fra Datatilsynet. Dette vil gi darligere beredskap fordi vi

taper tid til utvikling og testing av appen, og ogsa darligere kontroll over

Simula langer ut: — Rapporten Amnesty har

smittespredningen i Norge, sier direkter Camilla Stoltenberg.

levert er direkte sgppel, og er et stykke
elendig arbeid
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ART'CLE M) Check for updates

Nationwide rollout reveals efficacy of epidemic
control through digital contact tracing

Ahmed Elmokashfi® 1™, Joakim Sundnes?, Amund Kvalbein', Valeriya Naumova', Sven-Arne Reinemo’,

Per Magne Florvaag?, Hakon Kvale Stensland?3 & Olav Lysne'#
e

Fuelled by epidemiological studies of SARS-CoV-2, contact tracing by mobile phones has
been put to use in many countries. Over a year into the pandemic, we lack conclusive
evidence on its effectiveness. To address this gap, we used a unique real world contact data
set, collected during the rollout of the first Norwegian contact tracing app in the Spring of
2020. Our dataset involves millions of contacts between 12.5% of the adult population, which
enabled us to measure the real-world app performance. The technological tracing efficacy
was measured at 80%, and we estimated that at least 11.0% of the discovered close contacts
could not have been identified by manual contact tracing. Our results also indicated that
digital contact tracing can flag individuals with excessive contacts, which can help contain
superspreading related outbreaks. The overall effectiveness of digital tracing depends
strongly on app uptake, but significant impact can be achieved for moderate uptake numbers.
Used as a supplement to manual tracing and other measures, digital tracing can be instru-
mental in controlling the pandemic. Our findings can thus help informing public health
policies in the coming months.
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(rHG DATA SET

DALy "PSEUDONYMIZED " AGLRS GATES. ..

oo ON A PER -USER RBASIS
CouecreD From APRIL 1F—Jdunvg 4 20720
§4S 354 DeVvieed ; 26 392 Y33y DEVILE -To- DEVICE CoNTACTS .

e RLUETIOTY DATA owLy.

OBTAINED FRom F HRI WI\TH pEMISIoN OF USE .

FuLL DATASET AVAILABLE UPOV REQUEST .

~ [Al__[PC__[RRC_ [PRC

545354 | 525646 | 485730 | 461068
26792433 | 10665399 | 3946986 | 2889922
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FRom sUPP. NOTE 10, “LEGALITY OF THE DamA SET" ;

The law firm Wiersholm concludes that the data-set can be legally used for research purposes
if there does not exist additional information that would make it possible to re-identify persons

under the assumption that all reasonable means for re-identification is used. NSD writes that it

1s hard to imagine how a motivated intruder can successfully re-identify anyone, given that the
data 1n the set is not part of any other registries. Simula Research Laboratory therefore conclude
that use of the data-set for research purposes is legal.

FROM ™ JowT $TATEMEMT 0 covTact TRAUVE (APRIL 2020)

e The use of contact tracing Apps and the systems that support them must be
voluntary, used with the explicit consent of the user and the systems must be

designed to be able to be switched off, and all data deleted, when the current crisis is
over.




Stupid, Evil, or Both?
Understanding the Smittestopp conflict

ArXiv 201 .03839

Hans Heum!

Simula UiB
Merkantilen (3rd floor)
Thormehlensgate 53D

N-5006 Bergen, Norway.
hansh@simula.no

Abstract. Like many governments, the Norwegian government provided a contact tracing application to
help in combating the COVID-19 pandemic at its outset. However, the application was widely criticized for

enabling an unacceptable intrusion into its subjects’ lives, leading to its discontinuation only four months
into the pandemic. In this essay, we will take a closer look at what went wrong, attempt to gain a deeper
understanding of the passionate nature of the conflict, and how both sides came to view the other as being

either stupid, or evil, or both.!

Anonymous Tokens with Public Metadata and
Applications to Private Contact Tracing

Tjerand Silde! and Martin Strand?

! Department of Mathematical Sciences
Norwegian University of Science and Technology — NTNU
tjerand.silde@ntnu.no
2 Norwegian Defence Research Establishment — FFI
martin.strand@ffi.no

eprut 2021/203

Abstract. Anonymous single-use tokens have seen recent applications
in private Internet browsing and anonymous statistics collection. We de-
velop new schemes in order to include public metadata such as expiration
dates for tokens. This inclusion enables planned mass revocation of to-
kens without distributing new keys, which for natural instantiations can
give 77 % and 90 % amortized traffic savings compared to Privacy Pass
(Davidson et al., 2018) and DIT: De-Identified Authenticated Telemetry
at Scale (Huang et al., 2021), respectively. By transforming the public
key, we are able to append public metadata to several existing protocols
essentially without increasing computation or communication.
Additional contributions include expanded definitions, a more complete
framework for anonymous single-use tokens and a description of how
anonymous tokens can improve the privacy in dp>t-like digital contact
tracing applications. We also extend the protocol to create efficient and
conceptually simple tokens with both public and private metadata, and
tokens with public metadata and public verifiability from pairings.

Attack vectors to re-identify individuals from
the anonymised Smittestopp dataset

Hagen Echzell

Independent Researcher
Oslo, Norway
hagen.pub@echzell.org

Abstract. The first version of “Smittestopp”, the Norwegian Institute
of Public Health’s (NIPH) contact tracing application, centrally stored
data about the population’s contact patterns with reference to a static
personal identifier, a decision that has been widely discussed and criti-
cised. After the Norwegian Data Protection Authority had temporarily
forbidden further data collection and processing in June 2020, NIPH an-
nounced to discontinue the app and stated that all data related to the
application would be deleted. Nevertheless, in October 2021, researchers
from an institution involved in the development of the app published
a paper called “Nationwide rollout reveals efficacy of epidemic control
through digital contact tracing” [3]. In their paper, they analysed a de-
rived dataset based on the Smittestopp data that was announced to be
deleted. The authors claim that this derived dataset was anonymised and
therefore does not include any personal data. We challenge this assump-
tion by explaining how different external sets of personal data can be
matched with the dataset, which potentially leads to a re-identification
of persons and a disclosure of their private contacts. We conceptually
show how some of these methods can be applied on an example case
using publicly available information on Erna Solberg, Norway’s former
prime minister. We conclude that it appears reasonably likely that indi-
viduals can be re-identified and that the dataset should not be considered
anonymised.
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